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LSP Cybersecurity Guidelines

Protect data by implementing best practices

. Create custom password / User ID on setup
B Configure for secure web-based mgmt

. Use TLS ("https”) whenever possible

. Set SSL option to high whenever possible
B Use SNMP v3 with secured credentials

B Use IPV6 whenever possible
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Section 1 — Introduction

LifeSafety Power's MSM Enterprise is a Windows PC based software package which allows central management of 500 or
more* LifeSafety Power network managed power systems. The Multi Site Manager (MSM) server allows the user to con-
nect any network connected LSP device within a local network or via the internet from anywhere in the world. The included
web browser interface allows access to the MSM from any location using the local network or through the internet using
any web browser on a PC, Mac, tablet, smartphone, or other device.

Netlink Batch Upgrade Capability

With release of MSM Enterprise V4.37 (March 2019), all Netlink or NPR devices connected to the MSM Enterprise can
now be monitored for status and firmware revision on a single screen. Batch firmware updates simplify the process of
keeping NetlLink devices updated to the latest feature set and cybersecurity standards (NL4 firmware needs to be V8.08
or higher). Advanced analytics features of MSM Enterprise include a critical events list, formatted dashboard display of
historical data, statistical data, and advanced charting and reporting features.

1.1 Minimum System Requirements*

System Requirements:

Operating System: Windows 7, Windows 10, Windows Server 2008, Windows Server 2012, Windows Server 2016, or
Windows Server 2022

Processor: Intel Core i5 (minimum) - Intel Core i7 preferred
Memory: 8GB RAM (minimum)

* Note - MSM Enterprise will connect to a theoretically unlimited number of networked LSP systems, however, as the number
of systems increases, the speed of MSM Enterprise reduces. The speed decrease is dependent on the speed of the server on
which MSM Enterprise is installed. LifeSafety Power has tested MSM Enterprise with more than 500 connected systems with
acceptable results.

MSM Enterprise Data Flow

T
Windows or Mac Remote View |

i Server Hosting - View MSM Server Remotely
MSM Enterprise - PC, Mac, or Smartphone
- Web Browser Interface

Corporate Firewall
Must Open Port To Receive Data
Default Port: 9888

The Internet

Must Open Port 443 To Must Open Port 443 To Must Open Port 443 To
View NetLink Web Page View NetLink Web Page View NetLink Web Page

Corporate Firewall Corporate Firewall Corporate Firewall

Remote Location 1 Remote Location 2 Remote Location n
- Status Alerts sent to MSM in Real-Time - Status Alerts sent to MSM in Real-Time - Status Alerts sent to MSM in Real-Time
- Full Parameters sent every 5 Minutes - Full Parameters sent every 5 Minutes - Full Parameters sent every 5 Minutes



Section 2 - Installing the MSM Enterprise Server Application

The MSM Enterprise Server application must be installed on a Windows-based system with the minimum specifications shown in sec-
tion 1.1 of this guide. Before installing the software, any previous versions MUST be uninstalled. In addition to the MSM Enterprise
Server software, the installation package will also install MySQL and IS on the machine if not already installed.

NOTE: It is strongly recommended to disable all antivirus software before installation.

2.1 Install the MSM Enterprise Server Software
Please follow the steps below closely to properly install the MSM Enterprise server software.

1. Ensure any previous version of MSM Enterprise Server is uninstalled completely from the PC.
2. Copy the MSM Server installation files to the hard drive of the PC.

3. Open "MSMServerSetup.exe" and click "Yes" or "Run" if the warning regarding "unknown publisher" appears (Figure 1).

User Account Control X
Do you want to allow this app from an
unknown publisher to make changes to your
device?

MSMServerSetup.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Figure 1

4. If the .NET Framework 4.0 and 4.5 are not both installed, the .NET Framework 4 installation window will appear. Check the "l have

read and accept the license terms" box and click "Install". Click "Finish" when the .NET Framework 4.0 installation is complete.
(Figure 2) If asked, choose "Restart later".

T

7 M5MServer requires the following items to be installed on your computer. Click Install to
\..."_.l begin installing these requirements,

Status  Requirement

Pending Microsoft .NET Framework 4.5 Full
Pending Microsoft .NET Framework 4.0 Full

[ msal ][ cancel

Figure 2
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Section 2 - Installing MSM Enterprise Server (continued)

5. The MSM Enterprise Server installation window will appear (Figure 3). Click "Next'.

E MSMServer - InstallShield Wizard *
- Welcome to the InstallShield Wizard for
MSMServer

The Installshield(R) Wizard will install MSMServer on your
computer, To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

<gack [ Mext> || cancel

Figure 3

6. Read the license agreement, select "l accept the terms in the license agreement’, and click "Next".

E MSMServer - InstallShield Wizard *

License Agreement

Please read the following license agreement carefully.

LIFESAFETY POWER INC. SOFTWARE
LICENSE AGREEMENT AND WARRANTY
STATEMENT

NOTICE: PLEASE READ THIS DOCUMENT CAREFULLY. This Software License =~ ¥
(®)1 accept the terms in the license agreement

(01 do not accept the terms in the license agreement:

InstallShield

| <Back [ mext> || cancel

Figure 4




Section 2 - Installing MSM Enterprise Server (continued)

7. 0n the "Ready to Install" window, click "Install". (Figure 5)

;E MSMServer - InstallShield Wizard *

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield
| <Bak [ msl || cancel
Figure 5
8. The installation wizard will begin the installation. (Figure 6)
;E MSMServer - InstallShield Wizard — *

Installing MSMServer
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs MSMServer, This may take
several minutes.

Status:

InstallShield

[ =Bk || mext= | [ cancel

Figure 6
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Section 2 - Installing MSM Enterprise Server (continued)

9. When the installation completes, click "Finish" (Figure 7).

E MSMServer - InstallShield Wizard

- InstallShield Wizard Completed

The Installshield Wizard has successfully installed M5MServer,
Click Finish to exit the wizard.

Figure 7

10. Click "OK". (Figure 8)

E MSMServer - InstallShield Wizard

- InstaliShield Wizard Completed

The Installshield Wizard has successfully installed MSMServer,
Click Finish to exit the wizard.

MSMServer - InstallShield Wizard *

o Please restart MSM Server or restart the computer to work

properly!

Figure 8




Section 2 - Installing MSM Enterprise Server (continued)

11. Windows will begin configuring MSM Server. If the LSP Certificate cannot be found, the installation will ask to install it. Click Yes
if this window appears (Figures 9a and 9b)

Configure System Environment

LifeSafety Power Multi-site Manager

Welcome to LSP M3MServer

Please wait while Windows configures MSMServer...

Figure 9a

f i You are about to install a certificate from a certification authority (CA)
claiming to represent:

L5P

Windows cannot validate that the certificate is actually from "LSP". You
should confirm its erigin by contacting "L5P", The following number
will assist you in this process:

Thurnbprint (shal): FE37ED2B F1EEGEGS BASTEOD3 F325CC4C 95FTDFIC

Warning:
If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed

thumbprint is a security risk. If you click "Yes" you acknowledge this
I risk.

Do you want to install this certificate?

Figure 9b

12. If MySQL 8.0 is not already installed, the MySQL installation window will appear. (Figure 10) See Appendix A of this manual for
MySQL installation & configuration information.

£ Install MySQL for MSM Server K
System Version: Windows 10  x64 (64 Bit)

According to system version, Click button to install NySOL

Windows x84 (64 bit) Windows x86 (32 bit)

Figure 10
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Section 2 - Installing MSM Enterprise Server (continued)

13. If IS is not already installed, the 11S Installation window will appear. (Figure 11) See Appendix C of this manual for IIS installa-
tion details.

# Install IS for MSM Server X
System Version: ¥indows 10

According to system version, Click button to install IIS Server

¥in? series or low Win Server 2008
version series
¥inl0 series
¥inl0 home Win Server 2012
series

Figure 11

14. Open MSMServer.exe if it does not open automatically. Proceed to section 2.2 to configure MSM Enterprise.




Section 2 - Installing MSM Enterprise Server (continued)

2.2 Testing the MSM Enterprise Server Software Connection
Please follow the steps below closely to verify the MSM Enterprise server software installation and configure the software.

1. Open MSM Enterprise Server. On the "Home" tab, ensure the IP Address is selected for the PC running MSM Enterprise. Ensure
the port is set for 9888. Click the start button. (Figure 12)

NOTE: Ensure any firewall is configured to allow a TCP connection to Port 9888.

4 MSM Server
File Register Tools About

Homs  Configure Log

#LifeSa
Pc:wverrmety

PowerCom® MuLTi-SITE MANAGER

Online Device 0

Offline Device 0 Control Center ID:

Netlink Connect Status

Service Status: Ruming

|PAddr: [192.168.1.199 <] Port: [ossd | Start Stop

MySQL Status: Installed

SSL\TLS: |[TLSL.0

IIS Ver: 115 7

IIS Site Name: Default Web Site

1TS Site Path: c:\IsLsp

IIS Site Port: Http 80 Https 443
SSL Certificate: LSP Default PFX Certificate

Ver4.17

Figure 12

2. Verify the connection and that IIS is installed correctly by opening a web browser and browsing to the IP address entered in Step
1. Since MSM Enterprise uses a self-signed certificate, the browser may give a warning that the connection is not private. Ignore

the warning and proceed to the address. (Figures 13a and 13b)
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Section 2 - Installing MSM Enterprise Server (continued)

/ Privacy error x \¥

&« Cc O |A Mot secure | hitps://192.168.1.199 f.‘r| -]

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.199 (for example,
passwords, messages, or credit cards). Learn more
NET:ERR_CERT_COMMOMN_NAME_INVALID

D Automatically send some system information and page content to Google to help detect

dangerous apps and sites. Privacy policy

HIDE ADVANCED Back to safety

This server could not prove that it is 192.168.1.199; its security certificate does not specify
Subject Alternative Names. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Proceed to 192.168.1.199 (unsafe)

Figure 13a

[ MSM Dashboard X\

&

c 0O \A Not secure | kttps://192.168.1.199/Default.aspx?ReturnUrl=32f

Figure 13b




Section 2 - Installing MSM Enterprise Server (continued)

2.3 Configuring the 118 settings in MSM Enterprise
Follow the steps below to configure the IIS settings in MSM Enterprise.

1. Go to Tools > Web IS Configure. (Figure 14) If the IS installation failed during the installation of MSM Enterprise, select "Install
IIS Server" then click "Next Step" to restart the installation. See Appendix C.

% Web II5 Configure *

e
'-:-:- -
> %@y PowerCom® muLTi-SITE MANAGER

Current System IIS Server Version: IIS 7

® Tnstall T15 Server

O Configure YebSite

| NextStep | | Close |

Figure 14
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Section 2 - Installing MSM Enterprise Server (continued)

2. Select "Configure Website" and click "Next Step" to open the 11S Configuration window. (Figure 15)

% Web II5 Configure *

)
' m@y PowerCom® muLT-SITE MANAGER

Current System IIS Server Version: IIS 7

Foot Site Num:

[JRoot Site Name: |Defau1t ¥eb Site

[ Root Site Path: |C!\HS_]-SP

[0 SSL Certificate: |LSP Default PFX Certificate | Use default PFX

Password: | |

[ Root Site Port: Enable Http Frnable Https

Redirect HITF to HITPS (redirect all insecure HTTP requests on Root Site
le.g. http:\4127.0.0.1) to HTTPS (https:\A127.000.10)

Figure 15

3. The following items can be configured in the IIS Configuration window:

e Root Site Num - If there is more than one IIS website present, select the 11S website for MSM Enterprise here.

¢ Root Site Name - The name of the selected IS website as it appears in [IS. The MSM Enterprise website can be renamed in IS
here.

e Root Site Path - This is the path where the MSM Enterprise website pages are stored. By default, these are stored in the C:\
[IS_LSP folder. If this path is modified, the website pages will be installed into the new folder.

e SSL Certificate - The SSL certificate used can be changed here. SSL Certificates must be type PFX. Enter the password for the
certificate in the "Password" field before submitting.

e Root Site Port - These are the port numbers used for HTTP and HTTPS access to the webpage. HTTP or HTTPS access may also
be enabled or disabled, and HTTP access can be set to redirect to HTTPS. Ensure the port(s) used are open on any firewalls.

After configuring the above, click "Submit Configure", then click "Close" to complete the configuration.




Section 2 - Installing MSM Enterprise Server (continued)

2.4 Configuring the MySQL Password in MSM Enterprise

The default password MSM Enterprise uses for MySQL is "12345". If a different password was entered when installing MySQL, use
the following steps to change the password for MSM Enterprise.

1. Go to Tools > MySQL Configure. (Figure 16)

4 MysaL t

FPazzword: |[IIII] |

Confirm: |..... |

Figure 16

2. Enter the new password in both the "Password" and "Confirm" fields. Click Submit to change the password. The "MySQL connec-
tion success!" window should appear (Figure 17). If not, verify the password.

System >

MySOL connection success!

Figure 17
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Section 2 - Installing MSM Enterprise Server (continued)

2.5 Verifying the MSM Service Status
To verify the the MSM service is installed properly, use the following steps.

1. Go to Tools > MSMService Configure to open the MSM Service Configure window. (Figure 18)

& MSMService Configure — O X

In=tall Eemove

Check Status

Figure 18

2. Click the "Check Status" button to verify. If the service is installed correctly, the status will show as either "Running” or "Stopped"
depending on if the service was started from the MSM Server home page (Figure 19). If the "Check Status" cannot find the
MSMService, click the “Install" button.

& MSMService Configure - O X

Install Remove

Check Status | Running

Figure 19




Section 2 - Installing MSM Enterprise Server (continued)

2.6 Registering the MSM Enterprise Server Software
The free download of MSM Enterprise allows for up to 4 systems to be monitored. If additional systems are required, licenses may be
purchased and added to MSM Server. When the license information is obtained, use the following steps.

Open MSM Server, if not already opened, and click "Register" in the top menu bar to show the licensing window. (Figure 20).

1.
# MSM License Register X
Machine Info
IP: |192.168. 1. 199 v WAC: F4:8F:38:7A:2D:64
Regzister Status: -1 Fall! Result 1s -10. 4HL=s
License Server Address: |1icense. lifesafetypower. com | [ use default
License Kev: ||
eq: 3di5fdcd-22cb-4119-9347-671502facdfd
® Register
O Deregistration
Swbmit | | Exit |
Figure 20
2. Enter the purchased license key number in the "License Key" field. Ensure the license server address is "license.lifesafetypower.

com" and that "Register" is selected. Click the "Submit" button to register. (Figure 21)
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“ MSM License Register *

Nachine Info

IP: |192. 168. 1. 199 v MAC: F4:8E:38:7A:2D:64

Fegister Status: 1 Activated 100HLs

License Server Address: |license. lifesafetypower. com | [ use default

License Key: |3df5fdcd-22¢b-4119-9347-67f502facdfd |

eq: 3dfbfécd-22cb-4119-9347-67f502facdfd

Fegister

® Deregistration

— sev | [ ]

Figure 21

2.7 Allowing Access to the MSM Enterprise Website From Outside the Local Network

In order to access the MSM Enterprise website from outside the local network, a TCP port forward needs to be setup to the IP address
of the computer where the MSM Server application is installed. It is recommended to use port 443 and HTTPS access to the MSM,
however port 80 and HTTP may be used if desired. Ensure any firewall has port 443 or 80 open, as necessary. Gonsult with your IT
department for more information on setting up a port forward.




2.8 Using Certificate Verification hetween MSM Enterprise and NetLink

To enable Certificate Verication, click Certificate Configure in the Tools menu of MSM Server. Check Enable Certificate Verification With

NetLink, upload the certificate, and configure as necessary. Note that each NetLink must also be fonfigured to use the certificate. See
Section 3.5.

# MSM Certificate Configure — [m] x

SSLATLS: |TLSI1.2 v

M Enable Certificate Verification with NetLink

Certificate File: | Upload | [JUse default PFY

Certificate Password: | ‘

MNote: Install certificate will pop up a program —=Local Machine--> choose file > enter password -
choose second item(PIace all,,,,store}—>ch005e Trusted Root Certification Authorities
Certificate Info

Issued to Status
CNL: | || |
CN2: | H | Check Status
CN3: | | ‘ |

Figure 21.5
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Section 3 — Using MSM Enterprise

After MSM Enterprise Server is installed, the final configuration can be performed and systems may be added.

3.1 The MSM Server Configure Page

The configure page of the MSM Server contains five main sections for configuration (Figure 22). Note that these settings are also
available from the MSM Enterprise webpage interface. See Section 3.9

Home Configure Log

Alert Enable On
0 qDevice Enter [ Software Update [

User Lockout

@ qﬂser Name: ‘Managgr V| Password Lockout Delay: Clear Lock Out [

Register and Nodify User Password

Authorization User Name Password Y¥erify Password
G o | ] | o
— | ] | o
@ | manager v [manager | | | | O
EEy | | ] |

Email Settings

Receive Address Sender

E-Mail Address 1: | Sender SHTP Server: ‘ |

E-ail Address 2: Sender EMail: | |

|
N | | :
9 E-Mail Address 3: | | Sender EMail Password: ‘ |
| |

E-Mail Address 4: TLS: M

SHTP Port: | |

Email Test

@ q Show Email Log

Control Center Information

@ . Control Center ID: | ‘

Control Center Name: | ‘

Figure 22
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Section 3 — Using MSM Enterprise (continued)

@ Alert Enable On
This section contains checkboxes for selection:

e Device Enter - When checked, MSM Enterprise will send an email alert when a device connects to MSM Enterprise.

e Software Update - When checked, MSM Enterprise will notify the user when firmware upgrades are available for download from
the cloud (NL4 requires firmware v. 8.08 or higher) or when a new version of MSM Enterprise is available.

Click "Submit" after any changes.

@ User Lockout

Password Lockout Delay - This section allows an administrator to set the lockout time for incorrect password entry by user. The user
is locked out for the specified time after entering the incorrect password 3 consecutive times. The “Clear Lockout" checkbox allows
administrator level users to reset a current lockout. Click "Submit" after making changes.

@ Register and Modify User Password

This section allows the user to add or modify user accounts for logging into the website. By default, there is one administrator ac-
count. Additional users may be added with one of three access levels:

e admin - allows full access to all MSM Enterprise features and settings.

e manager - allows full access with the exception of the Configure page.

e guest- allows full access with the exception of the configure page and batch NetLink firmware updates.

Click "Submit" after any changes.

Note - When accessing a NetLink board from MSM Enterprise's home page, the access level granted to the NetLink will be the same
as the MSM access level. i.e. When logged into MSM Enterprise as a Guest, only Guest-level access will be granted to the NetLink.

O Email Settings
These settings allow MSM Enterprise to send email alerts. This section contains the following fields:

e Receive Address - These are the email addresses to receive the email alerts. Up to four email addresses may be entered.
e Sender SMTP Server - This is the SMTP server to be used to send email alerts.

e Sender EMail - This is the email address to be used to send email alerts.

e Sender Email Password - This is the password for the email account for sending alerts.

e TLS - Select TLS if your SMTP server requires it.

e SMTP Port - This is the port required by the SMTP server for sending emails.

Contact your email administrator for more information on these settings. Click "Submit" after any changes.

@ Email Test

Clicking the "Email Test" button will test the connection to the SMTP server. "Show Email Log" will show detailed results of the email
test.

@® Control Center Information
These fields are used to identify the location of the MSM Server and appear on the MSM Enterprise webpage. There are two fields:

e (Control Center ID
e (Control Center Name

These fields can be set to any value helpful to identify the MSM Server installation.



Section 3 — Using MSM Enterprise (continued)

3.2 Accessing the MSM Enterprise Website from Within the Local Network
Once the MSM Server is installed and configured properly, the MSM Enterprise website can be accessed. To access the website, open
a web browser on a computer connected to the local network and enter the IP address of the MSM Server (shown on the home page
of the MSM Server application). The login screen should appear (Figure 23).
The default login information is:

e User Name: admin

e Password: admin

Note that if other user accounts have been previously created, these accounts may be used to access the website.

Note - Since MSM Enterprise uses a self-signed certificate, the browser may give a warning that the connection is not private. Ignore
the warning and proceed to the address.

&« C A Notsecure | 192.168.1.199/Default.aspx

]
U]
) .M.ILHSITEMMIAGEH

ISP

l 2 admin I

l &  password I

Remember me

Figure 23

3.3 Accessing the MSM Enterprise Website from Qutside the Local Network

If accessing the website from outside of the local network, use the outside address for the modem at the MSM Server location, with
the port number. Be sure to include "https:/* before the IP address if using HTTPS.

For example: https://72.54.12.15:443
Log into the MSM Webpage as described in Section 3.2.

Note - The local network where the MSM Server application is installed must be configured with a port forward to allow access. See
Section 2.7 for more information.



| ) MSM Enterprise Installation and Operation Manual

Section 3 — Using MSM Enterprise (continued)

3.4 The MSM Home Page
After logging into the website, the Home page of the MSM Server will appear. (Figure 24)

L
W MULTI SITE MANAGER
..

v .

6 Configure Reports [CR —— @
ONLINE DEVICES: 0 SELECT COL: ENABLE SOUND

A—> — 0

@ == SELECT GROUP: SWITCH ACCOUNT: Device Status: | u_.l | 'O | s-. | “_’ | < e

e Y ey I | ey ey B e
—

Figure 24

@ 7op Menu Bar
The top menu bar contains the following items:
e Home - Brings the user back to the MSM home screen from anywhere within the web interface
*  Configure - This selection brings the user to the configure page for MSM Enterprise. See Section 3.9
e Reports - This selection brings the user to the reporting page of MSM Enterprise. See Section 3.10

@ Online/0ffline Devices, Control Center ID & Column Display

Displays the number of devices currently connected to the MSM Server and devices which were once connected but are now offline.
Control Center ID is the ID given in the Configure page (Section 3.9). The column dropdown selector allows the user to select a one,
two, or three column display to best fit the monitor size and screen resolution being used.

@® Multi-Client View Selection

If the Multi-Client features are configured, the Select Group and Switch Account selections allow the user to select the client
view. See Section 4 for more information on configuring and using the Multi-Client features.

@ Connected Devices Table
Any NetLink devices connected to MSM Enterprise will appear in this table. See Section 3.5.

@ User Logout Button
Clicking the arrow to the right of the user name will log the current user out of MSM Enterprise



Section 3 — Using MSM Enterprise (continued)

@® Firmware Upgrade, Clear Offline, Enable Sound Butfons
These buttons perform the following functions:

Export Connected Devices - Exports the IP address, Ports, MAC, Frimware Revision, and Site ID of one or more connected systems
to an Excel file

Hide Upgrade Status - When a firmware update is started, this button hides the upgrade status for each NetLink device.
Upload Firmware - Used to manually upload firmware to MSM Enterprise to be used for the batch update.

Clear Offline - Clears the selected offline devices from the Connected Devices table.

Select All - Selects all devices in the Connected Devices table.

Enable/Disable Sound - This button toggles the alert sound for MSM Enterprise.

Start Upgrade - This button starts the batch firmware upgrade for the selected NetLink devices.

@ Device Status Key
This static image provides a key to the status dots in the connected devices table. See Section 3.6.

3.5 Adding NetLink Devices to MSM Enterprise

NetLink devices must be pointed to the MSM Server in order to appear in the Connected Devices table. To do this, log into the NetLink
device to be connected and go to the MSM Settings section on the Configure Page. The following items are available in this section:

Mercury Tunnel Port - This field specifies the port Mercury port being used for OneDrop to allow the NetLink to share a port with a
Mercury LP Controller. If not using OneDrop, this field can be ignored. See the OneDrop manual for more information.

Enable Tunnel - This checkbox must be checked if using OneDrop. See the OneDrop manual for more information.
IP Address - Enter the IP address of the MSM Server
Source Port Number - Enter the port number used for MSM Server (default is 9888).

Connected Status - This field shows the current connection status of the NetLink device to the MSM Server. This status
may takle several minutes to update after clicking the Submit button.

Group Name - This field applies the netlink device to a Group when using the multi-client features of MSM Enterprise. See
Section 4 for more information.

Enable Certificate - Check this box when using Certificate Verification between NetLink and MSM Enterprise. See Section
2.8.

Submit - Click this button to apply the MSM Settings.
Show MSM Log - Click this button to show the log of activity between the NetLink and MSM Enterprise
Default Certificate - Sets the default certificate when using Certificate Verification. See Section 2.8.

T

Mercury Tunnel Port: ]

Enable Tunnel:
IP Address: [ 192.168.1.199 ] m
Destination Port #: | 9383 ]
Source Port #: [0 ]
Connected Status:
Group Name: | Groupt ]
Enable Certificate: [

Show MSM Log Default certificate

The MSM had not used a cerfificate.

Figure 25
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Section 3 — Using MSM Enterprise (continued)

After entering the MSM Settings information, click Submit. After a few minutes, the NetLink device will appear in the Connected
Devices table (Figure 26). Repeat for all devices to be connected to the MSM Server.

Note: MSM Enterprise will only report the data selected in the Reporting page of the NetLink device. It is recommended to select all
checkboxes on this page. See the NetLink manual for more information.

3.6 Connected Devices
Connected NetLink devices display the following information (Figure 26).

[0 192168187  PDRC - Basement Group 9.56.52 > Y

0 1921681139  PDRC - Second Floor ~ Group] 0.46.54 Y

(1] (2] (3 (4] (5] (6 (7
Figure 26

@ Select Device Checkbox

This checkbox selects devices in the Connected Devices table to have another action performed such as bulk firmware update or clear-
ing offline devices.

@ Device IP Address

The IP address of the connected device as set in the Configure page of the NetLink device. Clicking this IP address brings you directly
to the connected device's interface. Click the "NL Board Address IP" heading to sort devices in the Connected Devices table by IP ad-
dress.

® Device Site ID

The Site ID of the connected device as set in the Configure page of the NetLink device. Click the "Site ID" heading to sort de-
vices by Site ID.

@ Group Name

The Group Name of the connected device as set in the MSM Settings section of the Configure page of the NetLink device. The
Group Name is used when the Multi-Client features of MSM Enterprise are being used. Click the "Group Name" heading to sort
devices by Group Name. See Section 4 for more information.

@ Device Firmware Version

The currently installed firmware revision of the connected device. If the "Software Version" checkbox is enabled on the Config-
ure page, this field will also show an icon when a new firmware revision is available on the cloud server as follows:

e Blue Circle with "I" - indicates a new firmware revision is available. Click the icon and follow the instructions to down-
load the new version to MSM Enterprise.

Green Cloud - indicates that the new firmware revision has been downloaded to MSM Enterprise and is able to be
ﬂ," installed on the device. Check the device(s) to be updated and click the "Start Upgrade" button at the top. See Section
3.4 for more information.
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@® Device Status Indicator
This column shows the current status of the NetLink device using colored dots as follows:

Green - The system is in a normal state.

Yellow - The system is in fault. This fault could be a System Fault or AC Fault.
Red - The system currently has an active Fire Alarm Interface (FAI) input.

Blue - Service is required.

Gray - This device was once connected to the MSM Server, but is currently offline.

The background for any device not in normal condition will also flash in the appropriate color. If sound is enabled, the alert
sound will also play. Click the status dot to acknowledge the status change and silence the alert sound.

Click the "Status" heading to sort by device status. This is helpful to bring systems that are not in normal condition to the top of
the Connected Devices table.

@ Analyze Button

This button brings the user to the summary/data analytics section of MSM Enterprise for NetLink devices. NPR models will not
display this button.

3.7 The Analyze (Summary) Section

Clicking the Analyze button (#7 in Figure 26) next to one of the devices in the Connected Devices table opens the advanced analytics
pages of MSM Enterprise (Figure 28).

@ Top Menu
When in the Analyze section, the Summary top menu item will be highlighted.

@ Analysis Tabs
The Analyze section consists of four tabs:

Critical Events - This tab shows any events captured by the NetLink outside of normal conditions (Section 3.7.1)
Snapshot - This tab shows a formatted dashboard display of historical data (Section 3.7.2)

Statistics - This tab shows statistical information about the system (Section 3.7.3)

Analysis - This tab allows the user to create graphs and reports of the collected data (Section 3.7.4)
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3.7.1 Critical Events

The Critical Events tab provides a list of events outside of normal conditions (Figure 28). The date range viewed may be selected and
the events are time and date stamped.
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® Ccritical Events
Events that have occurred during the selected time & date range.

O Time and Date Stamp

The time and date of the recorded events. The time and date for each event can be clicked to bring the user to that point in time on the
Snapshot page (Section 3.7.2)

@ Time and Date Range Selection

The time and date range of the displayed events may be set here. This is useful to exclude older events from the list that have already
been resolved. The date and time may be manually typed in in the format of MIM/DD/YYYY HH:MM:SS or the calendar icon in each
field may be clicked and the dates and times selected from the calendar display.

Note: The chosen dates and times must be within the range of events recorded by the device.

@® Save as PDF
This button saves the Critical Events list as a report to a PDF file.

@ Device Information

Information related to the connected device, such as IP address, the Client ID and Site ID of the device, and the total number of events
that the device has recorded.
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3.7.2 Snapshot Dashhoard Display

The Snapshot tab provides a dashboard display of historical data collected by the NetLink device (Figure 29). The user may scroll
through available data to view changes in parameters and how the parameters interplay over time.

Note: The data presented in the Snapshot Dashboard display is historical data and is not live. To view live data, go directly to
the NetLink device from the Home page (Sections 3.4 and 3.6).
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Figure 29

@ Time and Date Selection
The time and date to be viewed is selected here. If the Snapshot page was entered by clicking a Time/Date stamp from the Critical
Events list (Section 3.7.1), the timestamp clicked will show here.

@ Connected Devices
The connected devices detected by the NetLink will appear here. These devices will vary depending on the system configuration. If
one or more device connectors on the NetLink are not used, the device will appear blank.

@ FP1 Parameters
The measured parameters for power supply FP1 are displayed here, if present. The parameters shown will vary based on available
data. See the NetLink manual for more information on these parameters.

O FP2 Parameters

The measured parameters for power supply FP2, if present, are displayed here. The parameters shown will vary based on available
data. See the NetLink manual for more information on these parameters.
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@ M8 Parameters
The measured parameters for any connected M8 boards are displayed here. Unused M8 boards are grayed out in the display.

e The LED display indicates the status of each output. Green indicates normal, while yellow indicates a fault condition. See the M8
manual for more information on M8 faults.

*  To the right of the LED display are detailed parameters for an individual output. Select the output to be viewed by selecting the
radio button under the desired output's LED display. See the M8 manual for details on these parameters.

@® Device Information
Information related to the connected NetLink device, such as IP address, and the Client ID and Site ID of the device.

@ FP1 Status
The fault and FAI status of the FP1 power supply, if present. Normal conditions are displayed as green. Active faults are shown as
yellow and active fire alarms are shown as red.

@ FP2 Status

The fault and FAI status of the FP2 power supply, if present. Normal conditions are displayed as green. Active faults are shown as
yellow and active fire alarms are shown as red.

© Additional NetLink Parameters

These parameters include the Voltmeter (ADC) input, the Event input, the internal and external temperature (if available), and the Ser-
vice Due reminder. See the NetLink manual for more information on these parameters.
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3.7.3 Statistics

The Statistics tab provides statistical data on the parameters collected by the NetLink device (Figures 30 and 31). Note that the sta-

tistics are calculated based only on the range of events selected in the Time and Date Range selection, not necessarily the full range
of data.
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@ T7ime and Date Range Selection - System Statistics

The time and date range of the data used to calculate the statistics may be set here. This is useful to view trends during different time
periods. The date and time may be manually typed in in the format of MM/DD/YYYY HH:MM:SS or the calendar icon in each field may
be clicked and the dates and times selected from the calendar display.

Note: The chosen dates and times must be within the range of events recorded by the device.

@ Statistics Navigation Selection - System Statistics
These radio buttons select which set of values to view:

e System Statistics - This selection will show statistical data for the power supplies, as well as additional NetLink-specific param-
eters (Figure 30).

» M8 Statistics - This selection will show statistical data for any connected M8 devices (Figure 31). If M8 device data is not avail-
able, this selection will be grayed out.

@ FP1 Power Supply Statistics - System Statistics

These statistics are for the FP1 power supply. For each parameter a minimum, maximum, and average value is provided. See the
NetLink and power supply manual for more information on these parameters.
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@ FP2 Power Supply Statistics - System Statistics
These statistics are for the FP2 power supply. For each parameter a minimum, maximum, and average value is provided. See the

NetLink and power supply manual for more information on these parameters.

@ Additional System Value Statistics - System Statistics
These statistics are for additional parameters captured by the NetLink device and include internal and external temperature, Voltmeter
(ADC) input, and Event Input. Each parameter includes a minimum, maximum, and average value (Event statistics only include the

total count of events during the selected time period).

® Device Information - System Statistics
Information related to the connected NetLink device, such as IP address, and the Client ID and Site ID of the device.

@ M8 Board Selection - M8 Statistics
These radio buttons select which M8 board statistics to display. If the M8 board data is not available, the radio button for that board

will be grayed out.
@® M8 Board Statistics - M8 Statistics
These statistics are for the selected M8 board. Each row is a parameter and each column is a specific output on the selected M8

board. For voltage and current, a minimum, maximum, and average value is provided. For Power Not Ready and FAI Active, only a
total count is provided. See the NetLink and M8 manuals for more information on these parameters.
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3.7.4 Analysis

The Analysis tab allows the user to graph parameters and create a PDF report of multiple graphs (Figure 32). For more powerful chart-
ing capabilities, see Section 3.8.
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@ Chart Selection List

This box provides a list of pre-defined charts which can be easily viewed. By clicking the View button next to a parameter, the chart
is shown to the right (See #2). The check box to the left of each parameter allows multiple parameters to be selected for creating
overlaying graphs or to create PDF reports (See #4).

@ Chart Viewing Area
The selected chart appears in this area, with time and date on the x-axis and the charted data on the y-axis.

® Device Information
Information related to the connected NetLink device, such as IP address, and the Client ID and Site ID of the device.

@ View Charts and Save PDF Butfons
If one or more parameters is checked in the Chart Selection List (See #1), these buttons determine how the charts are created.
e Save Selected Charts PDF will create a PDF report containing all of the selected charts

e View Selected Charts will graph the charts in the Chart Viewing Area. If multiple parameters are selected, a key listing the param-
eters will appear to the right of the chart.
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@ Chart Detail Button

This button opens the chart to a larger view, where the data can be viewed in more detail. The data can be zommed-in, and values at
individual datapoints can be viewed

@® Time and Date Range Selection

The time and date range of the data used for the charts may be set here. This is useful to exclude older data and see more data in a

specific time period. The date and time may be manually typed in in the format of MM/DD/YYYY HH:MM:SS or the calendar icon in
each field may be clicked and the dates and times selected from the calendar display.

Note: The chosen dates and times must be within the range of events recorded by the device.
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3.8 The Data Section

From the Summary top menu item, clicking on the Data menu item will bring up the raw data view, where the actual values captured
by the NetLink can be viewed and more extensive charting can be done.

3.8.1 Raw Data View
The raw data view displays all data parameters and values captured by the NetLink device in a table format (Figure 33).
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@ Data Range Selection
The data range viewed can be selected in one of two methods, selectable by radio button:

e View Data By Event Number - This allows you to select a certain quantity of the most recent datapoints. For example, if you enter
100 into the field, the 100 most recent datapoints will be displayed for all parameters.

e View Data By Date & Time - This selection allows you select the start and end date and time for the data range to be viewed.
The date and time may be manually typed in with the format of MIM/DD/YYYY HH:MM:SS or the calendar icon in each field may
be clicked and the dates and times selected from the calendar display. Note: The chosen dates and times must be within the
range of events recorded by the device.
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@ System Information
This field contains information on the system being viewed, including the IP address and Site ID.

® Data Table

The data captured by the NetLink device is displayed here. Only the data range selected will be displayed (See #1 above). The data
may be broken into multiple pages (See #4 below). To the left of each parameter, a checkbox is available. Multiple parameters may
be selected to be added to a chart (See #5 below). The horizontal scroll bar at the bottom of the window scrolls through the different
timestamped datapoints, if available.

@ Data Navigation

These buttons allow the user to navigate through the pages of data being displayed. The page nimber may be clicked on directly or the
Previous and Next buttons navigate one page up or down respectively.

@ Data and Chart Buttons
These buttons provide control over the displayed data and chart creation:
e Update Data - This button will poll the connected NetLink device for the latest data available.
e Export Data - This button will export the data for the NetLink device from the MSM in an Excel file format.

e (reate Chart - This button allows the creation of a chart with one or more parameters. To create the chart, select the checkbox to
the left of the parameters you want to graph (See #3 above), then click "Create Chart".

e Export Charts - This button creates a PDF report of the critical parameters for the FP1 and FP2 power supplies.

@® Module Selection

These checkboxes allow the user to select which modules connected to the NetLink device are included in the displayed data. These
selections will vary depending on the system configuration. After making changes, click the Update Data button (See #5 above) to
update the displayed data range and to pull the latest data from the NetLink device.
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3.9 The Web Interface Configure Page

The Configure Page from the web interface largely duplicates the Configure Page in the MSM Server application (Section 3.1) with
some additional programmable items (Figure 34). Note that the Submit button must be clicked to apply changes.

®
|
¥

®
|
¥

v

v

v

v

v

General Settings

Modify User Password

Email Settings

Email Test

Control Center Information

Audio Settings

User Login Record

]
. l. MULTI SITE MANAGER

MSMENTERPRISE

Configure Reports Version: 4.72

Alert Enable On

Device Enter Software Update

Password Lockout Delay:

Authorization User Name Password Verlfy Password
‘ admin | | ‘ | 7‘

Receive Addresses Sender

E-Mall Address 1: |

Sender SMTP Server: | |

|
E-Mall Address 2: | | Sender EMall: | |
E-Mall Address 3: | | Sender EMall Password: | |
E-Mall Address 4: | | TLS: O
SMTP Port #: | |

Control Center ID: | |

Control Center Name: | |

Import Audia File Select Audio: Delect Selected Audio

Show Login Log

Figure 34

37




| ) MSM Enterprise Installation and Operation Manual

Section 3 — Using MSM Enterprise (continued)

@ Alert Enable On
This section contains two checkboxes for selection:

e Device Enter - When checked, MSM Enterprise will send an email alert when a device connects to MSM Enterprise.
e Software Update - When checked, MSM Enterprise will send an email alert when a new version of MSM Enterprise is available.

@ General Settings
This section contains one field:

e Password Lockout Delay - This field selects the lockout time if an incorrect password is entered three times.

® Register and Modify User Password

This section allows the user to create or modify user accounts for logging into the website. By default, there is one administrator ac-
count. Additional users may be added with one of three access levels:

e admin - allows full access to all MSM Enterprise features and settings.

e manager - allows full access with the exception of the Configure page.

e guest- allows full access with the exception of the configure page and batch NetLink firmware updates.

Note - When accessing a NetLink board from MSM Enterprise's home page, the access level granted to the NetLink will be the same
as the MSM access level. i.e. When logged into MSM Enterprise as a Guest, only Guest-level access will be granted to the NetLink.

O Email Settings
These settings allow MSM Enterprise to send email alerts. This section contains the following fields:

e Receive Address - These are the email addresses to receive the email alerts. Up to four email addresses may be entered.
e Sender SMTP Server - This is the SMTP server to be used to send email alerts.

e Sender EMail - This is the email address to be used to send email alerts.

e Sender Email Password - This is the password for the email account for sending alerts.

e TLS - Select TLS if your SMTP server requires it.

e SMTP Port - This is the port required by the SMTP server for sending emails.

@ Email Test

Clicking the "Email Test" button will test the connection to the SMTP server. "Show Email Log" will show detailed results of the email
test.

@® Control Center Information
These fields are used to identify the location of the MSM Server and appear on the MSM Enterprise webpage. There are two fields:

e Control Center ID
e (Control Center Name

These fields can be set to any value helpful to identify the site where MSM Server is installed or monitoring.

@ Audio Settings

In this section, the user can import additional audio files for the alert sound and select which audio file to use. The audio file must be in
MP3 format. The Delete Selected Audio button will remove the selected audio file.

@® User Login Record
This button toggles whether or not the list of user logins is displayed.
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3.10 The Reports Page

The Reports page provides a whole-system overview of events and power status. To access the Reports page, click the Reports item
in the top menu from anywhere within MSM Enterprise (Figure 35).
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@ Report Selection Tabs
These tabs select between two report sections:

Events Report - Displays report information related to events within all connected modules. See Section 3.10.1
e Power Report - Displays power related report information. See Section 3.10.2

@ Report Data Section
This area displays the selected report data.

@ Data Range Selection
The data range viewed can be selected in one of two methods, selectable by radio button:

¢ View Data By Event Number - This allows you to select a certain quantity of the most recent datapoints. For example, if you enter
100 into the field, the 100 most recent datapoints will be used for the report data.

View Data By Date & Time - This selection allows you select the start and end date and time for the data range to be viewed.

The date and time may be manually typed in with the format of MIM/DD/YYYY HH:MM:SS or the calendar icon in each field may

be clicked and the dates and times selected from the calendar display. Note: The chosen dates and times must be within the
range of events recorded by the device.
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3.10.1 The Events Report Tab
The Events report provides an overview of any active events for any system connected to MSM Enterprise (Figure 36).
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NOTE: Clicking any of the lines in the Report Data section will show more detailed data on the selected group (Figure 37).

@ Group Number Column

MSM Installations using Groups for multi-client applications will show various group numbers. Any systems not part of a group or
MSM Enterprise installations not using the multi-client features will show these systems as "Ungrouped". (Figure 36)

@ Group Name Column
The name of the group as configured in the multi-client settings. Ungrouped systems will have no Group Name. (Figure 36)

® NetLinks Column

The NetLinks column displays how many NetLink devices are part of the group. Typically there is one NetLink module per system
enclosure. (Figure 36)

@ Events Column
The Events column displays how many active events are present for each group. (Figure 36)

@ Back Button
This button brings the user back to the main Events Report page. (Figure 37)

@ NetLink Column
The NetLink number - this number is assigned by MSM Enterprise. (Figure 37)

@ P Address Column
The IP address of the NetLink. (Figure 37)
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Events Report Power Report

GROUP REPORT

A NetLink IP Address Site ID Device Events
1 192.168.1.124 PDRC - First Floor NL4 1
2 192168.1.88 Test NL2 NL4 o]
3 192168.1.20 PDRC - Third Floor BT500-8 4
2 S S S V3

® 06 (7] (8] © (10

Figure 37

@ site ID Column
The Site ID of the NetLink. (Figure 37)

© Device Column
The device type of the NetLink. Note that device types other than NetLink modules may be shown here. (Figure 37)

@ Events Column
This column displays the number of active events for the specific device. (Figure 37)

NOTE: Clicking any of the lines in the Event details section will bring the user to the Critical Events List (Section 3.7.1).
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Section 3 — Using MSM Enterprise (continued)

3.10.2 The Power Report Tab
Similar to the Event report tab, the Power report tab gives an overview of the power related data of the connected devices.

Events Report Power Report

POWER REPORT

Group Group Name NetLinks Events
1 Groupl 2 1
Ungrouped 3 5
N N S S

o (2] ® 4

Figure 38

NOTE: Clicking any of the lines in the Report Data section will show more detailed data on the selected group (Figure 39).

@ Group Number Column

MSM Installations using Groups for multi-client applications will show various group numbers. Any systems not part of a group or
MSM Enterprise installations not using the multi-client features will show these systems as "Ungrouped". (Figure 38)

@ Group Name Column
The name of the group as configured in the multi-client settings. Ungrouped systems will have no Group Name. (Figure 38)

® NetLinks Column

The NetLinks column displays how many NetLink devices are part of the group. Typically there is one NetLink module per system
enclosure. (Figure 38)

@ Events Column
The Events column displays how many active events are present for each group. (Figure 38)

@ Back Button
This button brings the user back to the main Power Report page. (Figure 39)

@ NetLink Column
The NetLink number - this number is assigned by MSM Enterprise. (Figure 39)

@ P Address Column
The IP address of the NetLink. (Figure 39)
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Events Report

Power Report

GROUP REPORT

A NetLink
1

2

3

7 N

IP Address

1921681124

192168.1.88

192168.1.20

A

A

Site ID

PDRC - First Floor

Test NL2

PDRC - Third Floor

A

A

Device Power Supplies M8 SDi16
NL4 1 2 (o]
NL4 0 o} 0

BT500-8 0 o} (o]
'\ A A /'

®06

® site ID Column
The Site ID of the NetLink. (Figure 39)

© Device Column

o (10 ® ®

Figure 39

The device type of the NetLink. Note that device types other than NetLink modules may be shown here. (Figure 39)

@ Power Supply Column

This column displays the number of power supply boards being monitored by this specific device. (Figure 39)

@® M8 column

This column displays the number of M8 boards being monitored by this specific device. (Figure 39)

® SD16 Column
This column is for future use. (Figure 39)

NOTE: Clicking any of the lines in the Power Group Report section will bring the user to Power Details for the device. (Figure 40)
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Section 3 — Using MSM Enterprise (continued)

Events Report | Power Report

‘(-_I Navigation Reports Scroll M4 W [ o7272021153230 | M MM ‘ IP ADDRESS : 192.168.1.139 NETLINK MODEL : NLX
" SITEID: PDRC - Second Floor GROUP #: 1 < @
O FP Reports
=) TOTAL POWER: 14.77 W GROUP NAME : Groupl
) e DISTRIBUTED POWER : 0.00 W
Power Supply Report

FP# Model AC Input Output Voltage Output Current Output Power Battery Voltage Battery SOC Battery Standby

1 G2 FPO150 129.70 vV 12.36 V omnA 1.36 W 13.29v 100.00 % 0.00 Hr
2 G2 FPO75 13233V 2531V 0.53 A 1Baw .00V 0.00 % 0.00 Hr
Figure 40

® Back Button
This button brings the user back to the main Power Group Report page in Figure 39. (Figure 40)

@ Data Selection Buttons
These buttons select between power supply and M8 data display. (Figure 40)

® FP# Column (FP Reports)
The power supply number - this number is assigned by the NetLink device. (Figure 40)

@ Model Column (FP Reports)
The model number as reported by the power supply. (Figure 40)

® AC Input Voltage (FP Reports)
The measured AC input voltage value from the power supply. (Figure 40)

® Main Output Values (FP Reports)
The measured output voltage and output current as well as the calculated power output from the power supply. (Figure 40)

@ Battery Values (FP Reports)
The measured battery voltage, state of charge, and standby time. (Figure 40)

@ NetLink Overview Data

Data on the Netlink device being viewed as well as total and distributed power measured for all power supplies and M8 modules on the
NetLink device. (Figure 40).
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Events Report

\i—u Navigation Reports

1

2

3

4

5

6

7

0.00V

2507V

2504V

2510V

1246V

0.00 Vv

1240V

0.00V

@® FP Reports
O M8 Reports

Distributed Power(M8)
M8-1

0.00A

0.00A

0.00A

0.00A

0.00 A

0.00A

0.00A

0.00 A

Power Report

Scroll M4 W [ 0727202153239 | M M J IP ADDRESS : 192.168.1139 NETLINK MODEL : NLX
SITE ID : PDRC - Second Floor GROUP #: 1
TOTAL POWER: 14.77 W GROUP NAME : Groupl

DISTRIBUTED POWER : 0.00 W

0.00W

0.00W

0.00W

0.00W

0.00W

0.00W

0.00W

0.00W

A

A

|
®

i

® QB

Figure 41

@ M8 Device Number (M8 Reports)
The device number of the M8 as assigned by the NetLink device. (Figure 41)

@ M8 Output Port Number (M8 Reports)
The output number of the M8 board. Each M8 has eight outputs. (Figure 41)

@ M8 Output Voltage (M8 Reports)
The measured output voltage for each port on the M8. (Figure 41)

@ M8 Output Current (M8 Reports)
The measured output current for each port on the M8. (Figure 41)

@& M8 Output Power (M8 Reports)
The calculated output power for each port on the M8. (Figure 41)
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Section 4 — Multi-Client Setup & Usage

Beginning with version 4.72, MSM Enterprise has introduced Multi-Client features. Multi-Client features provide tools for monitor-
ing multiple clients in one MSM installation or to break a single client installation into multiple locations or other groups as desired
by the user. Users can be allowed to view one or more groups as needed.

Client 1 Admin
MSM ENTERPRISE Access to all clients
. User 1
Client 2 Access to client 1 only
User 2
Access to clients 2 and 3 only
Client 3

Example 1 - An Integrator monitoring multiple end users

In this secnario, an integrator is monitoring multiple end users with a single MSM Enterprise installation. The integrator has full
access to all systems for all end users. Each end user can also have their own login to view only their systems. Each of the integra-
tor's technicians can be given permissions to only certain end users with overlap as required.

Example 2 - A large multi-campus university

In this scenario, a large multi-campus university can monitor all camupses through a single MSM Enterprise installation. The Secu-
rity Director for the university has access to all systems in all campuses. Each campus director has access to only the systems in
their campus. Regional directors may be given access to one or more campuses under their supervision.

4.1 Assigning Group Names

The key to efficient multi-client functionality is planning and configuring group names for all connected NetLink devices. The entire
scenario should be analyzed to determine the best breakdown of groups for all systems. In Example 1 above, each end user should
have a unique group name. Larger end users could have two or more group names to separate locations. For example a multi-branch
bank could have a unique group name for each branch or all branches could fall under a single group name. In Example 2 above, each
campus would get a unique group name with further breakdown within the campus if required.

Group names can be up to eight characters long and are programmed from within the NetLink device Configure page in the MSM
Settings section (Figure 42).
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Section 4 — Multi-Client Setup & Usage (Continued)

Mercury Tunnel Port: | ]

Enable Tunnel: ]

IP Address: | 192.168.1.193 ] m

Destination Port #: [ 9358 ]
Source Port #: [0 ]

Connected Status: | SUCCESS

Group Name: | PDRC-CHI ]
Enable Certificate: 7

Show MSM Log Default certificate

The MSM had not used a ceriificate.

Figure 42

4.2 Setting Up Users

Each person needing access to MSM Enterprise needs a user configured in MSM Enterprise with their appropriate permission level.
Section 3.1 of this manual details how to set up users from within the MSM Server application. Users may also be configured by an
Admin-level user from within the MSM web interface.

Note: The permission level granted within MSM Enterprise applies to the NetLink modules the user has permission to access. For
example, Guest level MSM usres only have Guest level access to any NetLinks they access from MSM.

4.3 Multi-Client Configuration

The Multi-Client Configuration page is reached from the MSM Server application (not the web interface) through the tools menu
(Figure 43).

'@ MSM Server

File Register | Tools | Help
Delete SAL Data

Web IS Configure
Janne Install MySQL
- MySQL Configure

Multi Client Configure

Contrg

Cerlificate Configure
Netlink Commect Status: UNME Device

Figure 43




Section 4 — Multi-Client Setup & Usage (Continued)

The Multi-Client Configuration page is made up of three major sections as shown in Figure 44.

Mutti-Client Manager
9

0 m—p User List | admin

| Group Sum: NL Sum: ) talinit Import CSV
Group List
i) Name n Name i) Name i} Name i) Name n Name I Name
01 [PDRO-CHE ~] - 02 [PDRC-PHK v #2103 <] =04 ] v #05 ] V] 08 | V] o7 -]
9—; 208 | V] =09 | \] @0 V] ow W] @iz W] =13 Rty o
215 | gt ] 2| ] @ ] 21 ERCEY ] =2 ]
NL Device List Display: O Connected ® Belong to user ® Group ID
Site ID NAC Address Group Name Site ID NAC Address Group Name Site ID NAC Address Group Name
/1001 [PDRC - Chicago - 1q[00:02:AC:55:D4:8C |[PDRC-CHI| - 002 [PDRC - Chicago - 21[00:02:AC:56:5C:3D |[PDRC-CHI| ~ 003 [PDRC - Phoenix - 1{[00:02:AC:55:94:BB [[PDRC-PHX
0 " 11004 [PDRC ~ Phoenix - 31[00:02:4C:56:10:49 |[PDRC-PHX |

Figure 44

@ User Selection
Allows selection of the user to be configured for multi-client settings. See Section 4.3.1

@ Group List
Shows the available groups to be configured to the selected user. See Section 4.3.2

® Device List
This list shows the available systems to be configured to the user. See Section 4.3.3
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Section 4 — Multi-Client Setup & Usage (Continued)

4.3.1 User Selection

To begin multi-client configuration, a user must be selected from the User List drop-down menu. All users configured within MSM
Enterprise will show on this list. In this example, the PDRC-Chicago user is being configured.

| | |
% Multi-Client Manager l l l X
User List [PDRC-Chi “] Grow Sum: [ O/ML Sam: [ 9] mii Import €SV | Export CS¥

admin

G: ) i) Manager
EOUB Sty i

D) PDRC-Nat ! D Name n Name i Name Ty Name n Name

PDRC-Phx
D01 |PDRC-CHI “] O 02 [PDRC-PHX «] Oo3 | «| DOo4 ] ~ 005 | «| D006 | ~] ooT7 | v

Figure 45

@ User List Dropdown
Selects the user to configure for multi-client settings. See Section 4.3.1

@® User Summary
Provides a summary of the number of Groups and NetLink devices assigned to the selected user.

® Import/Export Buttons
Allows importing or exporting of the multi-client settings to or from a CSV file.

4.3.2 Group List

Once a user is selected, the groups to be applied to the user can be selected by clicking the checkbox next to the Group name. In this
example, the PDRC-CHI group is being applied to the PDRC Chicago User. This will allow only the systems in the PDRC Chicago group
to appear for the PDRC Chicago user.

4 Multi-Client Manager

User List |PDRC-Chi “| Group sum: [ O/ ML Sum: [ O] [malinic | Imort CS¥ | | Ewport CSV
In Name ID Name D Name ID Name ID Name D Name D Name
M 01 [PDRC-CHI ~| 002 [PDRC-PHX v oo3 | v| D04 <] D05 | <] oos | v oo7 | V]
aos | ~| Oo9 | < oo ~| o1 W] oOuz v 013 v O14 ] V]
a15 | <] O1e | < o7 v| D18 <] D19 <] 020 v oe21 V]

1 1 | Swmit | | hdd Ungroup Device |

| | t |
© o (3 (4

Figure 46

@ Group Selection Checkbox

Selects the Group(s) to apply to the selected user. One or more groups may be selected for each user. The Submit button (#3) must
be clicked after making the selection for the changes to take effect.

@ Group Name
The name of all available groups.
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® Submit Button
This button must be clicked after selecting the groups for the changes to be applied.

@ Add Ungrouped Devices Button
This button will add any ungrouped devices to the user.

4.3.3 Device List
After groups are applied to a user, the NL Device List section provides information on the individual systems applied to that user.

NL Device List SR A Site D v Display: O Connected ® Belong to user ® Group TD
Site ID NAC Address Group me Site ID NAC Address Group Name Site ID NAC Address Group Name

001 ‘PDRC ~ Chicago — 1:H00:02:AC:55:D4:8C \PDRC— HI 002 ‘PD[RC ~ Chicago - 21H 0:02:AC:56:5C: 3D HPDRC—CHI\ 003 \PDRC - Phoenix — 1:||00:02:AC:55:9A:BB HPDRC—PHX
004 [PDRC - Phoenix - 3[00:02:4C:56:10:A9 ‘PDRC—ﬂ

I

(1] (2] (3
Figure 47

@ System Information
Provides the Site ID, MAGC Address, and Group Name for the systems. Any systems applied to the selected user will have a check in
the checkbox.

@ System Sorting
This dropdown selects how the systems are sorted in the list. Systems can be sorted by Site ID or Group Name in ascending or
descending order.

® System Display
These radio buttons select which systems are shown.
e Connected - Shows all connected systems. The check boxes show which systems are applied to the user.
e Belongs to User - Shows only the systems applied to the selected user.
e Group ID - Allows selection of a specific group by the Group ID number dropdown.

4.3.4 Configuring Other Users

Repeat sections 4.3.1 through 4.3.3 for each user. In the examples shown, the PDRC-Phoenix user would be configured to see the
PDRC-PHX group, and the PDRC-National user would be configured to see both PDRC PHX and PDRC-CHI. Note that the admin user
is hard-coded to always show all systems in all groups.
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Section 4 — Multi-Client Setup & Usage (Continued)

4.4 Using the Multi-Client Features

Once the multi-client configuration is complete (Section 4.3), the multi-client features may be used within the web interface (Figure
48).

L}
L -- MULTI SITE MANAGER

HiSP

ONLINE DEVICES: 4 SELECT COL:

HIDE UPGRADE STATUS | CLEAR OFFLINE J| ENABLE SOUND
OFFLINE DEVICES: 0 CONTROL CENTER ID: EXPORT CONNECTED DEVICES UPLOAD FIRMWARE SELECT ALL START UPGRADE

SWITCH ACCOUNT: [admin | Device Status: | -...... | Q | @ | [ ]

Trouble Service Fire Alarm l

PORC - Chicago - 1st

Configure Reports

»

SELECT GROUP:

NL Board Address IP

0 192168.1.87

Group Name Version

Floor PDRC-CHI  95)52 @ ® s2tea1mme PRI NG90 pppcow oaesa g e
B 1921681124 m‘c':::""'m PDRC-PHX 95/ (52 3 PO | O 192168120 PDRC - Phoenix - 3rd

= .2.. Anal
o PDRC-PHX 0222 @

o 2]

Figure 48

@ Select Group Field

This field is available to all users and allows the user to filter the display by any groups the user has access to view. If the user only
has access to one group this field will only have the one group shown.

@® Switch Account (Admin Only)

This dropdown is only available to Admin-level users and allows the admin to view the MSM display as a particular user would see.
Non-admin users will not see this drop-down selection on their display.
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4.4.1 Example Scenarios

The following two scenarios show real-world usage of the multi-client features of MSM Enterprise. These scenarios show how the permis-
sion levels and groups work to both restrict access and filter to specific locations. Note that installations with many installed systems also
benefit from the ability to filter based on group in order to view the available data in smaller “bites".

Scenario 1
The National Security Director for the fictional corporation PDRC has logged into their MSM Enterprise web interface. The Director has ac-

cess within MSM to both facilities - Chicago and Phoenix. Upon logging in, the Director will see all systems from both facilities (Figure 49).
Note that since the Director is not an Admin within MSM Enterprise, the Switch Account dropdown is not visible.

SELECT GROUP: (Al ~| Device Status: | . | O | . | o |

Fire Alarm

192.168.1.20 PDRC - Phoenix - 3rd 0 px 0222 B 1921681124 PDRC - Phoenlx -1st o pux 9.56.52 d Analyze
Floor

Floor
PDRC - C:I:!:w 2nd PDRC - Chicago -1st o 05652 @

Floor

B 192168.1139 PDRC-CHI 0.46.54 192.168.1.87

Figure 49

By clicking the Select Group dropdown, the Director can now select which location to view (Figure 50).

NL Board Address IFf PDRC-CHI

SELECT GROUP: Device Sta

ID

PDRC-PHX  faniy
1921681.20 enbx-3rd o re.
Floor
B 1921681139 PDRC - Chicago -2nd /o
Floor
Figure 50

The director selects PDRC-CHI and the display switched to show only the Chicago area systems (Figure 51).

SELECT GROUP: [PDRC-CHI v Device Status: | ....... | Q | h’h | [ ] |

Fire Alarm

PDRC - Chicago - 2nd PDRC - Chicago - 1st
1921681139 Eloor PDRC-CHI 0.46.54 ] 192168.1.87 Floor PDRC-CHI 9.56.52 @

Figure 51
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Scenario 2

The Security Manager at the Phoenix location of PDRC logs into the MSM Enterprise web interface. Since he only has access to the Phoenix
location group, only the Phoenix area systems are visible (Figure 52).

SELECT GROUP: Device Status: | @ | O | ) | [ ] |
‘Normal Trouble Service Fire Alarm
T T ey B S e B ey e R
192168.1.20 PoRE- :':;"'x -3 pDRe-PHX 0222 ] 192168.1.124 FORE :I'; 'I’:r"'x "' ppRe-PHX 9.56.52 ]
Figure 52

If the Phoenix Manager clicks the Select Group dropdown, the only options available are All or PDRC-Phx (Figure 53).

SELECT GROUP:

NL Board Address IFf PDRC-CHI

PDRC-PHX |,
192.168.1.20 PDRC-
Floor

PDRC - Chicago - 2nd
Floor

Device Sta

B 192168.1139

Figure 53




T e
Appendix A - MySQL Installation & Configuration

If MySQL is not already installed, the MSM Enterprise installation will display the MySQL Setup Wizard. This section details the
steps to install and configure MySQL properly for MSM Enterprise.

A.1 Installing MySQL
Please follow the steps below closely to properly install MySQL.

1. If MySQL is being installed as part of the installation for MSM Enterprise, when prompted to install MySQL, select the 32 or 64 bit
version as appropriate for the PC receiving the MSM Server installation. (Figure A1-1)

'% Install MySQL for MSM Server X
System Version: Windows 10  x64 (64 Bit)

According to system version, Click button to install MyS0L

Windows x64 (A4 bit) Windows x86 (32 bit)

Figure A1-1

If updating the MySQL installation from MSM Enterprise, select SQL Configure from the Tools menu. (Figure A1-2) Click the Install
MySQL radio button, then Submit.

¥ MSM Serve -
File Register Tools Help

me  Configure Log

i ] 4 50 Confg o
.-.- Liresam m
Mer 1 Install/Remove NySQL to Localhost

Control Center ID:

© Install NySQL

Netlink Connect Status: Online De O Remove NySQL Submit
MSM Service
Status: Running [JSQL Data
Listening All IP Type: | e |7 Port osss

SSL\TLS: TLSL2

Submi t

Certificate Verification

SQL
Status: Discomnect
Local:  No install ) SQL Password
Server: localhost

Web Site - St
Status: Started St A
Name: NSK Enterprise Vebsite
Port: Http 80 Https 443 SSL Certificate: LSP Default PFX Certificate

Figure A1-2
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Appendix A — MySQL Installation & Configuration (continued)

2. When the "When the MySQL Installer" appears, click "Add" if the installed version is lower than 8.0. (Figure A2)

D‘-.E,‘\S Installer
MySQL.
Installer ®O®
el a5 s S
Modify
Upgrade ...
Remove ...
Catalog...
Figure A2

3. Select MySQL Servers > MySQL Server > MySQL Server 8.xxxxx (the installer will show the latest version being installed), and
click on the green right-facing arrow to add it to the "Products to be Installed" window. (Figure A3)

(2] MysaL installer

Select Products
Please select the products you would like to install on this computer.

Filter:
-— .
VBN [0 sottware,Current Bunale,Any | Edit
Available Products: Products To Be Installed:
= MySCQL Servers
MySQL 5 8.0.36 - X64|
[ Applications a
- Documentation ¢ »
L
“
Enable the Select Features pagete
customize product features
w1y Lo
Juieii o) m
| Cancel
Figure A3
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4. Once added, click "Next". (Figure A4)

[ MysQL Installer

MySQ L. Installer Select Products

Adding Community Please select the products you would like to install on this computer.

Filter:

_—
" ‘—I. Software, Current Bundle, Any

Products To Be Installed:

Available Products:
MySQL Server 8.0.36 - X64

- MySQL Servers
- MySQL Server
=~ MySCQL Server 8.0

- Applications .
#- Documentation

249

O Enable the Select Features page to
customize product features

tes  bpE)ider rvscl com e/ rews-8-0-36 el

: Next > | Cancel
Figure A4
5. On the Installation screen, click "Execute". (Figure A5)
[Z] MysQL Installer - X
MySQI:. Installer Installation
Adding Community
The following products will be installed.
Product Arch Status Progress Notes
MySQL Server 8.0.36 X64 Ready to Install
< >

Click [Execute] to install the following packages.

< Back H Execute H Cancel |

Figure A5
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6. After the installation completes, click "Next" on the Product Configuration screen. (Figure A6)

MySQL Installer — x

MySQL, Installer Product Configuration
Adding Community

We'll now walk through a configuration wizard for each of the following products.

You can cancel at any point if you wish to leave this wizard without configuring all the

products.
Product Status
MySQL Server 8036 Ready to configure
t Configuration
< >

| Next > | ‘ Cancel

Figure A6

7. Onthe "Type and Networking" screen, ensure TCP/IP and "Open Windows Firewall ports for network access" are selected and that
the port is set to 3306. Click "Next". (Figure A7)

E MySQL Installer = X

MySQL. Installer Type and Networking
MySQL Server 8.0.36 Server Configuration Type

Choose the correct server configuration type for this MySQL Server installation. This setting will
define how much system resources are assigned to the MySQL Server instance.

Config Type: ] Development Computer v}

Connectivity
Use the following controls to select how you would like to connect to this server.
(& Tcese Port: X Protocol Port:
[ Open Windows Firewall ports for network access
[] Named Pipe Pipe Name: | MY50L

[] Shared Memory Memory Name:  MYS0L

Advanced Configuration

Select the check box below to get additional configuration pages where you can set advanced
and logging options for this server instance.

[[] Show Advanced and Logging Options

I Next > | ‘ Cancel

Figure A7
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8. On the "Authentication Method" screen, select "Use Legacy Authentication Method" and click "Next". (Figure A8)

153 MySQL Installer = x

MySQL. Installer Authentication Method
QL Server 8.0.36

(O Use Strong Password Encryption for Authentication (RECOMMENDED)

MySOL 8 supports a new authentication based on improved stronger SHA256-based password
methods. It is recommended that all new MySQL Server installations use this method going
forward.

Attention: This new authentication plugin on the server side requires new versions of
A connectors and clients which add support for this new 8.0 default authentication
(caching_shaZ_password authentication).
Currently MySQL 8.0 Connectors and community drivers which use libmysqlclient 8.0 support
this new method. If clients and applications cannot be updated to support this new
authentication method, the MySQL 8.0 Server can be configured to use the legacy MySQL
Authentication Method below.

(®) Use Legacy Authentication Method (Retain MySQL 5.x Compatibility)

Using the old MySQL 5.x legacy authentication method should only be considered in the
following cases:

- If applications cannot be updated to use MySQL 8 enabled Connectors and drivers.
- For cases where re-compilation of an existing application is not feasible.
- An updated, language specific connector or driver is not yet available.

Security Guidance: When possible, we highly recommend taking needed steps towards

upgrading your applications, libraries, and database servers to the new stronger authentication.
This new method will significantly improve your security.

< Back | Next > | | Cancel

Figure A8

9. On the "Accounts and Roles" screen, enter an SQL password. Note that this password is separate from the MSM login page
credentials. Click "Next". (Figure A9)

[ MysQL Installer - b
MySQL. Installer Accounts and Roles
aL § Root Account Password
Enter the password for the root account. Please remember to store this password in a secure
place.
MySQL Root Password: | |0
Repeat Password: | |
MySQL User Accounts
Create MySQL user accounts for your users and applications. Assign a role to the user that
consists of a set of privileges.
MySQL User Name Host User Role Add User
Edit Use
Delete
< Back Next Cancel

Figure A9
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10. On the "Apply Configuration" screen, click "Execute’. (Figure A10) After the MySQL installation has completed, exit the SQL
Installer.

D MySQL Installer = X

™

MySQL. Installer Apply Configuration
MySQL Server 8.0.36 Click [Execute] to apply the changes
Configuration Steps  Log

O Writing configuration file

Updating Windows Firewall rules

Adjusting Windows service

Initializing database (may take a long time)

Updating permissions for the data folder and related server files
Starting the server

Applying security settings

O0O000O0O0

Updating the Start menu link

‘ < Back H Execute H Cancel |

Figure A10

11. Go to "Web IS Configure" in the tools menu of the MSM Server. Select “Configure Website" and click "Next". (Figure A11)

—

& Web IIS Configure -_, |

< |
-~

|
118 Version: IIS 10 |

O Install 1IS Server

® Configure ¥ebSite

NextStep Close

Figure A11
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12. If anew SSL certificate will not be installed, check "Use Default PFX Certificate". Ensure Redirect HTTP to HTTPS is selected
and click "Submit Configure". (Figure A12) Click "Close"

& Web IIS Configure x

o
- ifeSa
% ml,.ety - PowerCom"

IIS Version: IIS 10

Root Site Num: |1 v ' Muto e
Root Site Name: |lSl Enterprise Website .Clmngnraum | Nanual Ports ]
t Sit h: [CH\IIS_LSP || Change
5L Certificate: [LSP Server PFX Certificate | [ Uploaa | (+)phyid Use detault PFX
Password: @ 000® |
Root Site Port: K Enable Hitp |80 Enable Https

E4 Redirect HITP to HTTPS (redirect all insecure HTTP requests on Root Site
(e.g. http:\1127.0.0.1) to HTTPS (https:\\127.0.0.1))

. .m-t.c.ﬁnﬁsma Please check the (*) options!

. LastStep Close

Figure A12
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Appendix B — Uninstalling MySQL

B.1 Uninstalling MySQL for MSM Enterprise

If the MySQL installation fails, the MySQL installaion must be comletely removed, including deleting hidden folders, before reinstalling.
Follow these steps closely to perform a full uninstallation.

1. Open the control panel (Figure B1).

B8 » Control Panel » v | 49 Wl Search Control Panel L

Adjust your computer's settings View by: Category ~

System and Security User Accounts and Family Safety
J Review your computer's status & Add or remove user accounts
Back up your computer ) Set up parental controls for any user

Find and fix problems .
Appearance and Personalization

Change the theme
Change desktop background
Adjust screen resolution

Network and Internet
View network status and tasks
Choose homegroup and sharing options

Hardware and Sound @ Clock, Language, and Region
(o

View devices and printers
Add a device

Ease of Access
Programs Let Windows suggest settings

Uninstall a program Optimize visual display

Change keyboards or other input methods

oy

3
o

Figure B1

2. Click Programs (Figure B2).

il » Control Panel » Programs » v | 43 | Search Control Panel p
Control Panel Home
ﬁ Programs and Features
Uninstall a program | & Tum Windows features on or off | View installed updates

System and Security
Run programs made for previous versions of Windows | How to install a program

Network and Internet

Default Programs

Change default settings for media or devices

Make a file type always open in a specific program | Set your default programs

Hardware and Sound

@

Programs

User Accounts and Family

Safety m Desktop Gadgets
Appearance and T Add gadgets to the desktop | Get more gadgets online | Uninstall a gadget
Personalization Restore desktop gadgets installed with Windows

Clock, Language, and Region

Ease of Access

Show.hidden.icons.

Figure B2




3. Select Programs and Features (Figure B3).

i\l » Control Panel » Programs » Programs and Features ~ | 49 | Search Programs and Features £
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
& Tum Windows features on or
it Organize ~ - @
Name - Publisher
8] Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 Microsoft Corporation
8] Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 Microsoft Corporation
(O MySQL Server 55 Oracle Corporation
@vMware Tools VMware, Inc,
<[ i ] >
“—/  Currently installed programs Total size: 232 MB.
3 4 programs installed
4. Select "MySQL Server xxx" and click Uninstall. Click OK. (Figure B4)
iil » Control Panel » Programs ¥ Programs and Features ~ | 49 | Search Programs and Features P
Control Panel Home: .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
) Tum Windows features on or
it Organize ~ Uninstall Change  Repair - @
Name - her
MySQL Server 5.5 I S ft Corporation
MySQL Server
ft Corporation
@ Pleas]|| @ Th Corporation
continue, a rebootwill be required to complete the setup. re, Inc.
I
l
|
<[ i ] »
| Oracle Corporation Product version: 55,56
Size: 145 MB

Figure B4
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5. When the uninstall finishes, locate and delete the MySQL folder. The default path for the MySQL folder is "c:\Program Files\".

(Figure B5)

|, » Computer » Local Disk (C) » Program Files » ~| ¢ Y Search Program Fites o
Organize ~  Includeinlibrary »  Sharewith ~  New folder =- 0 @
X Favorites Name ° Date modified
I Desktop ). Common Files 6/27/2017 2:30
Ja Downloads ). DVD Maker 7/14/2000 12:47
%5 Recent Places ). Internet Explorer 7/13/2009 10:37
). MsBuild 7/13/2009 10:32
3 Libraries ). MysQL 6/27/2017 5:53
< Documents ). Reference Assemblies 7/13/2009 10:32
& Music Uninstall Information 7/13/2009 10:0¢
& Pictures J. VMware 6/27/2017 2:30
B videos ). Windows Defender 7/13/2009 10:37 Select afile to preview.
). Windows Journal 7/14/2009 1247
1A Computer ). Windows Mail 7/13/2009 10:37
& Local Disk (C) ). Windows Media Player 7/13/2009 1037
). Windows NT 7/13/2009 10:32
@ Network ). Windows Photo Viewer 7/13/2009 10:37
A JIAHUILU-PC ). Windows Portable Devices 7/13/2009 10:32
W LAPTOP-BER33V65 | Windows Sidebar 7/13/2009 10:37
& vmware-host
— ] D

16 items.
+

Figure B5

folder. (Figure B6)

|, » Computer » Local Disk (C:) » ProgramData »

Change the Windows settings so that hidden folders can be viewed. Open the "c:\\ProgramData" folder and delete the MySQL

~| 43 | Search Programpata £

Organize ~ 2 Open Include in library ~ Share with ¥ New folder

E- O @

W\ Favorites Name Date modified
M Desktop
Ja Downloads

25 Recent Places

). Microsoft
[ mysqu
. vMware

6/27/2017 1:37 |
6/27/2017 5:53 |
6/27/2017 2:58 |

123 Libraries
., Documents
& Music
&, Pictures
B videos

& Computer
& Local Disk (C)

@ Network
& JIAHUILIU-PC
& LAPTOP-BER33V6S
A vmware-host

Ei '

MySQL  Date modified: 6/27/2017 5:53 PM
J File folder

No preview available.

Solve PC issues:  important message

Figure B6

The uninstallation is complete. Return to Section 2 to complete the installation of MSM Enterprise.







Appendix C — Installing lIS for MSM Enterprise

If 1IS is not already installed, the MSM Enterprise installation will display the IIS installation window. This section details
the steps to install [IS for MSM Enterprise.

C.1 Installing IS

Please follow the steps below closely to properly install IIS.

1. When prompted to install IS, select the proper button for the version of Windows being used. (Figure C1)

< Install lIS for MSM Server *
System Version: Windows 10

According to system version,Click button to install IIS Server

¥in7 series or low ¥in Server 2003
version series
¥inlQ series
¥inl0 home ¥in Server 2012

zeries

Close

Figure C1

2. When IIS is done installing, note the numeric code given. If the code is "0" the installation was successful.
Press any key to continue. (Figures C2a and C2h)

BN CA\WINDOWS\system32icmd.exe — O W

xe should take 1 to 5 minutes

Figure C2a

e should take 1 to 5 minutes

Figure C2b

66



Appendix C - Installing IIS for MSM Enterprise (continued)

3. If the IIS installation failed, close any antivirus software and select "Tools > WeblIS Configure" within MSM Enterprise when
opened for the first time, then select "Install". (Figure C3)

IS Configure got some error, next time startup will continue configure again, or
you can configure it with Tools on the top Menustrip

Figure C3

4. After the IIS installation is successful, restart the system to enable IIS then return to Section 2.
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